
  Security Awareness Program



 
THE REQUIREMENT

�Technology alone cannot address one of the most 
difficult problems to manage in security: the human 

factor.��



AREAS OF GROWING CONCERN

Mobile Social 
Engineering 

Social Media 



MOBILE

Business is now mobile—and mobile is more 
vulnerable

•  Executives and employees use personal smartphones 
and tablets for business.*
•  Two thirds of users don’t use a security solution for their 

mobile device.
•  Website blocks based on corporate policies get 

triggered more often by workers who are on the road 
versus those in their offices.
•  Staff have lost their mobile device or had it stolen.



SOCIAL ENGINEERING

The human element is the weakest link

•  The art of manipulating people into performing actions or 
divulging confidential information for fraud, computer 
access, or gathering information. 

•  People are the weakness attackers try to exploit 
•  Malicious attacks are based on social engineering 
•  Technology can’t defend against social engineering 



SOCIAL MEDIA

Workplace communications now include social 
media

•  Facebook: Almost 2 billion monthly active users
•  YouTube: Billions of hours of videos viewed each month
•  Business-related sites like LinkedIn increase workplace 

vulnerability.
•  Users are only as secure as their circle of social network 

friends (and friends of friends).
•  Users accept friend requests from people they don’t know.
•  Social network users fall victim to cybercrime on social 

networking platforms.
•  Social Networking Attacks by:
•  blogs & web communications
•  hosted or personal hosted site



SECURITY AWARENESS 
WORKSHOPS



GENERAL USERS WORKSHOP

•  Duration: 2-4 Hours 
•  Audience: All staff 
•  Topics: 
•  Defend Yourself Against Malware
•  Good Password Practice
•  Secure Use of E-Mail
•  Safe Surfing
•  Physical Security 
•  Social Engineering/Phishing
•  Social Media Security
•  Mobile Devices Security



MANAGEMENT WORKSHOPS

•  Duration: 45– 60 Minutes 
•  Audience: All management 

staff 
•  Topics: 
•  The Need For Information 

Security
•  Cost Of No Investment (CONI)
•  Return of Investment (ROI)
•  Financial/Legal  Liability 
•  ISO27001
•  Data Classification & Ownership
•  Business Continuity



IT STAFF AWARENESS WORKSHOPS 

•  Duration: 8 Hours 
•  Audience: All IT staff 
•  Topics: 
•  Introduction to Security 

Terminology 
•  ISO27001 Essentials 
•  Risk Assessment 
•  Network Security Fundamentals 
•  Host Security Fundamentals 
•  Security Attacks and Protection 
•  Web Security 
•  Cryptography 

IT Staff Awareness Workshops  



SECURITY AWARENESS TRAINING



 OVERVIEW

•  Promotes proactive employee behavior to better protect 
information assets

•  Meets regulatory requirements specific to employee security 
awareness training

•  Comprehensive Cloud based training and post-assessment to 
measure employee understanding (on premise solution 
available)

•  Promotes retention with multiple communication tools:
•  Posters
•  Infographics
•  Email reminders/shots
•  SMS Messages
•  Roll-Ups
•  Videos
•  Games
•  Gifts



FEATURES	 

•  An excellent tool to track the progress of client’s security awareness 
program. 

•  Reports outlining who has attended the program 
•  Evidence of the security awareness program implementation and 

supports the future ISO27001/2 certification process 
•  Meets mandated compliance requirements. 
•  Admin can assign different modules to different Users (or departments) 
•  Export reports in different formats 
•  Completion certificates 
•  Configurable LMS Front page 
•  Fully SCORM compliant 
•  SCORM 1.2 
•  SCORM 1.3 (2004) 

•  Auto E-mail Notifications 
•  Web 2.0 and Ajax technologies 



MODULES

10 Modules Included: 

1.  Introduction to Information 
Security 

2.  Passwords 
3.  Social Networks 
4.  Malware 
5.  Identity Theft 
6.  Phishing 
7.  Information Classification 
8.  Social Engineering 
9.  Email  
10.  Clear Desktop Policy 
•  Quizzes and Certification 



ACCOUNTS MANAGEMENT

•  Built-in accounts management 
•  LDAP full accounts management and 

integration 
•  Users self-registration 
•  Registration by verification email 
•  Registration by administrator approval 
•  Manual registration of users by administrator 



TRACK & REPORT

At any time, management can monitor employees 
progress 

•  Track learner performance and grades
•  Configure custom grading/assessment scales
•  Configure custom items to be graded/assessed
•  Export data in different formats
•  CSV
•  XLS

•  Track users activity statistics
•  Track the learning materials usage statistics
•  View reports
•  learner progress report
•  course completion report
•  course materials access report

•  Configure criteria and filters for reports
•  Export reports in different formats
•  CSV
•  XLS



BRANDING SAMPLE 1



BRANDING SAMPLE 2



BRANDING SAMPLE 3



MODULE SAMPLE 1



MODULE SAMPLE 2



VIDEO CLIPS









REMINDERS / MARKETING TOOLS



REMINDER TOOLS 

•  Posters 
•  Screen Savers 
•  Flyers 
•  Mugs 
•  USB Drive 
•  Pen 
•  Key Chains 



SAMPLES – EMAIL MESSAGES  



SAMPLES - POSTERS 



SAMPLES – CALENDARS  



SAMPLE CUSTOMER LIST 



REPORT:  STAFF PROGRESS



REPORT:  INDIVIDUAL



CERTIFICATE

A customized certificate could be 
issued to confirm users’ 

attendance and passing of the 
end of course quiz 


